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Overview

The security model for IAPP will be based on actions and data. Every action (view, add, edit, delete, run) that can be performed will be mapped to a security role. The execution of actions will also be dependant on the data that is contained in the object being acted upon. The existence of protected biological data, the ownership of the record or the user’s agency association may have a bearing on whether or not an action is executed.
What this means is that a role having the ability to carry out an action is not enough for the system to allow this action to execute. The role must also have the right to access protected biological data if that data will be returned by the action. The role must have the right to modify other users’ data if the current user is not the owner of the associated data. In addition, all non-administrator roles will have a further restriction placed on them that will only allow users to edit data on records associated with agencies that the user belongs to.
1.1 Protected Biological Data
The biological agent species and all location or spatial data is protected if:

· A Biological Agent in any of the current site’s records has a maturity status of primary.
or
· Any of the site’s Biological Treatment records are classified as research or collection.

1.2 Data Ownership
Data ownership is determined by the following:

· The owner is the user that originally entered the current record.

· In the case of add actions, the owner is the user that entered the parent record. (This applies to adding 'sub' records, such as surveyors or biological agent spreads to parent records such as invasive plant surveys or biological monitorings.
1.3 Agency Association

Agency association is determined by:

· The object being acted upon is associated with zero agencies (Sites only) or one agency in the IAPP database.

· The user acting upon the object is associated with one or more agencies in the WebADE database.
· Therefore, if the object and the user are associated with the same agency then an agency association is established between the user and the object.
Security Roles
Five roles have been defined for IAPP. Users can be assigned multiple roles, if necessary. For example it is likely that most Biological Agent Managers will also be Program Managers.
1.4 Administrator

This role will have access to all modules and all data in the system. It will have the ability to delete records at all levels of the application. Other roles will not be able to delete core records.

1.5 Program Manager
This role will be permitted to enter data into the system and use the system for querying, planning and reporting. This role will be able to edit all records associated with the current user's agency, but will not be able to delete records. This role will be able to edit sites that were created (owned) by the current user. This role will be restricted from viewing protected biological data.
1.6 Data Entry

This role will be able to add and view most records, but will only be able to edit records that were created (owned) by the current user and are associated with the current user's agency. This role will be able to edit sites that were created (owned) by the current user. This role will be restricted from viewing protected biological data.
1.7 Biological Agent Manager

This role will have full access to all information regarding Biological Agents. This role will be able to add and view most records, but will only be able to edit records that were created (owned) by the current user and are associated with the current user's agency. This role will be able to edit sites that were created (owned) by the current user.
1.8 Viewer

This role will be able to view all records. This role will be restricted from viewing protected biological data.
Security Grid
The following grid lists all the security related actions that can be performed in the IAPP application and the applicable permissions granted to each role.

Permissions legend:

Y
The role has full permission to perform this action.

O
Users with this role can only perform the action on the user’s own records. (i.e. the current user is the user that entered the current record or, in the case of add actions, is the user that entered the parent record)

A
Users with this role can only perform the action on records associated with an agency that the user is also associated with.
N
The role does not have permission to perform this action.

?
The ability for the role to see all data on an object is dependant on whether or not protected biological data is contained in the results of the action. If protected biological data exists, the resulting data will be ‘clouded’ on the object being acted upon. If no protected biological data exists the role will be able to perform the action without limitation.

	Action\Role
	Admin.
	Program Manager
	Data Entry
	Bioagent Manager
	Viewer

	Site add
	Y
	Y
	Y
	Y
	N

	Site delete
	Y
	N
	N
	N
	N

	Site Detail view
	Y
	?
	?
	Y
	?

	Site Detail edit
	Y
	O?
	O?
	O
	N

	Site Image view
	Y
	Y
	Y
	Y
	Y

	Site Image add
	Y
	Y
	Y
	Y
	N

	Site Image edit
	Y
	A
	OA
	OA
	N

	Site Image delete
	Y
	A
	OA
	OA
	N

	Invasive Plant List view
	Y
	Y
	Y
	Y
	Y

	Invasive Plant add
	Y
	Y
	Y
	Y
	N

	Invasive Plant delete
	Y
	N
	N
	N
	N

	IP Survey view
	Y
	Y
	Y
	Y
	Y

	IP Survey add
	Y
	Y
	Y
	Y
	N

	IP Survey edit
	Y
	A
	OA
	OA
	N

	IP Survey delete
	Y
	N
	N
	N
	N

	IP Surveyor view
	Y
	Y
	Y
	Y
	N

	IP Surveyor add
	Y
	A
	OA
	OA
	N

	IP Surveyor delete
	Y
	A
	OA
	OA
	N

	IP Recommendation view
	Y
	?
	?
	Y
	?

	IP Recommendation add
	Y
	A
	OA
	OA
	N

	IP Recommendation delete
	Y
	A?
	OA?
	OA
	N

	Invasive Plant Plan view
	Y
	Y
	Y
	Y
	Y

	Invasive Plant Plan add
	Y
	Y
	N
	N
	N

	Invasive Plant Plan edit
	Y
	A
	N
	N
	N

	Invasive Plant Plan delete
	Y
	N
	N
	N
	N

	IPP Proposed Treatment view
	Y
	?
	?
	Y
	?

	IPP Proposed Treatment add
	Y
	A
	N
	N
	N

	IPP Proposed Treatment delete
	Y
	A?
	N
	N
	N

	Biological Treatment view
	Y
	?
	?
	Y
	?

	Biological Treatment add
	Y
	Y
	Y
	Y
	N

	Biological Treatment edit
	Y
	A?
	OA?
	OA
	N

	Biological Treatment delete
	Y
	N
	N
	N
	N

	Biological Monitoring view
	Y
	?
	?
	Y
	?

	Biological Monitoring add
	Y
	?
	?
	Y
	N

	Biological Monitoring edit
	Y
	A?
	OA?
	OA
	N

	Biological Monitoring delete
	Y
	N
	N
	N
	N

	BM Surveyor view
	Y
	Y
	Y
	Y
	N

	BM Surveyor add
	Y
	A
	OA
	OA
	N

	BM Surveyor delete
	Y
	A
	OA
	OA
	N

	Biological Agent Spread view
	Y
	Y
	Y
	Y
	Y

	Biological Agent Spread add
	Y
	A
	OA
	OA
	N

	Biological Agent Spread delete
	Y
	A
	OA
	OA
	N

	Chemical Treatment view
	Y
	Y
	Y
	Y
	Y

	Chemical Treatment add
	Y
	Y
	Y
	Y
	N

	Chemical Treatment edit
	Y
	A
	OA
	OA
	N

	Chemical Treatment delete
	Y
	N
	N
	N
	N

	Mechanical Treatment view
	Y
	Y
	Y
	Y
	Y

	Mechanical Treatment add
	Y
	Y
	Y
	Y
	N

	Mechanical Treatment edit
	Y
	A
	OA
	OA
	N

	Mechanical Treatment delete
	Y
	N
	N
	N
	N

	Treatment Applicator view
	Y
	Y
	Y
	Y
	N

	Treatment Applicator add
	Y
	A
	OA
	OA
	N

	Treatment Applicator edit
	Y
	A
	OA
	OA
	N

	Treatment Applicator delete
	Y
	A
	OA
	OA
	N

	Treatment Image view
	Y
	Y
	Y
	Y
	Y

	Treatment Image add
	Y
	Y
	Y
	Y
	N

	Treatment Image edit
	Y
	A
	OA
	OA
	N

	Treatment Image delete
	Y
	A
	OA
	OA
	N

	Biological Dispersals view
	Y
	?
	?
	Y
	?

	Biological Dispersals add
	Y
	Y
	Y
	Y
	N

	Biological Dispersals edit
	Y
	A?
	OA?
	OA
	N

	Biological Dispersals delete
	Y
	N
	N
	N
	N

	BD Surveyor view
	Y
	Y
	Y
	Y
	N

	BD Surveyor add
	Y
	A
	OA
	OA
	N

	BD Surveyor delete
	Y
	A
	OA
	OA
	N

	Report run
	Y
	?
	?
	Y
	?


2. AGency Based Security

Agency based security will be implemented using the existing WebADE Forest Client/Location security functionality.

2.1 WebADE Organizational Security Architecture
WebADE (version 3) implements Organizational Security functionality by associating Client/Location codes with NT security groups.

An NT security group is established for each Client/Location code combination that is relevant to the application. When a user logs onto an application, WebADE examines the user's NT group membership. WebADE compares the user's NT groups to the group names listed in its CLIENT_LOC_NT_GROUP table. For every match, WebADE makes an association between that user's session and that Forest Client/Location.
If the user is associated with more than one Forest Client/Location then WebADE provides a means to select just one Forest Client/Location context for the current session.
2.2 IAPP Implementation Specifics
Users will be required to have a single Client/Location context for their IAPP session. This means that users that have more than one Forest Client/Location association will have to choose which Forest Client/Location (Agency) they wish to act on behalf of for that session. IAPP will expect that every user session has one Forest Client/Location or Agency associated with it. As a result, users will not have to select the Agency when adding/editing records. The one agency that the current session is associated with will be the only agency available to the user.
3. Authorisation

The following decision path describes the IAPP authorisation logic.
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4. Application Menus

A key component to the application security is its implementation of the primary navigation menus.
Users must have the necessary privileges to see and execute all menu items. If the user does not have the privilege to view or execute a particular menu item, that item will not be visible for that user.
Whenever a screen is loaded, the following logic (organized by role) will be used to determine which menu items are visible to the user:

Administrator: Able to see and execute all menu items.

Program Manager: Able to see and execute all menu items.

Biological Agent Manager: Able to see and execute all menu items except the Add Batch Plan menu item which will not be visible.

Data Entry: Able to see and execute all menu items except the Add Batch Plan menu item which will not be visible.

Viewer: Able to see and execute all menu items except the entire Action menu which will not be visible.
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