Internet Explorer Settings for Internet
Mapping Framework applications

In order to properly use IMF applications in the BC Government Internet Explorer 7 or newer must
be used. In addition, the browsers security settings will have to be adjusted as described below.
Disclaimer

Internet Explorer Security Settings - Clients outside of Government.

1. Open the internet Options panel by selecting in the pull down menu Tools | Internet
Options.

2. Select “Trusted Sites” Zone. Add https://webmaps.gov.bc.ca to trusted sites list.

3. Open the Security Settings panel by selecting the Security tab and then select the Custom
Level button near the bottom of the dialog box.
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4. Scroll to the Miscellaneous section of the Security Settings and Enable the following items:

a. Display mixed content

b. Navigate sub-frames across domains. (Note: In IE8 & 9 this item has been renamed to
Navigate windows and frames across different domains.)

5. Scroll to the Scripting section and Enable:

a. Allow status bar updates via script.



Internet Explorer Security Settings - Internal Government Staff.

1. Open the internet Options panel by selecting in the pull down menu Tools | Internet
Options.

2. Select “Local Intranet” Zone.

3. Open the Security Settings panel by selecting the Security tab and then select the Custom
Level button near the bottom of the dialog box.

Fig 3 IE — Internet Options Fig 4 IE - Security Settings

Internet Options (2l = J Security Settings - Local Intranet Zone L= J
[ Generfy | Security | Privacy | content | connections | Programs [ Advanced| Setijnge-
Select a zone to s S STange secrity settings. T=eeesr Gata sources across domains

() Disable

nable
@ Prompt
META REFRESH

(& v O

Internet \Localintranet Arustedsites  Restricted
sites

N
Gi This zone s for all webeites that are L=t

M found an your infranet.

isable

@ Enable

scripting of Microsoft web browser control

isable

@ Enable

script-initiated windows without size or position constra
Security level for this zone sable

nable

Custom | Allow webpages to use restricted protocols for active conten

Custom settings.
~To change the settings, dick Custom level.
- To use the recommended settings, dick Default level. *Takes effect after you restart Internet Explorer

) Nieahle
< (T 3

Reset custom settings

[C]Enable Protected Mpd® (requires restartingSqternet Explorer) Resetto: [ Medim-iom (default) v] [ Reseto.. ]
~———

Reset all zones to default level
@@ Some settings are managed by your system administrator.

4. Scroll to the Miscellaneous section of the Security Settings and Enable the following items:

a. Navigate sub-frames across domains. (Note: In IE8 & 9 this item has been renamed to
Navigate windows and frames across different domains.)

5. Scroll to the Scripting section and Enable:

a. Allow status bar updates via script.

6. During the use of Mapview depending on ‘layers’ you want to view you may see the prompt
below. It is known to occur on government managed workstations when viewing imagery
information like orthophoto, hillshade etc. To view imagery content in your session please
respond to prompt with ‘No’ click.

Figure 5 — Mixed Content prompt.
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Security Warning

% Do you want to view only the webpage content that was delivered
15 securely?

This webpage contains contert that will not be delivered using a secure HTTPS
connection, which could compromise the security of the entire webpage.

B et e e e e e B e B |




